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▪ Who? 
▪ CERT@VDE Partner 
▪ Tasks of CERT@VDE 
▪ Why? 
▪ For the partners 
▪ For the consumers 
▪ For ourselves 
▪ For what? 
▪ Number ranges 
▪ Variables and references 
▪ Documentation 
▪ The JSON Template
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Agenda



▪Founded in 2017 by 5 cooperation partners 
▪Coordinating PSIRT 
▪Standardizing work for small and medium-sized enterprises 
▪Under the umbrella of the non-profit VDE e.V. 
▪Memberships and collaboration in national and international 

working groups 
▪Continuous growth
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Who? CERT@VDE
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CERT@VDE - a coordinating PSIRT for OT

• The global turnover generated 
by these partners was about 
75 billion euros in 2022.

• A lot of Hidden champions: 
Some of the companies are 
world market leaders in 
specific sectros

https://www.google.de/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwilsvqjjIbgAhVJaFAKHc8SBUgQjRx6BAgBEAU&url=https://www.kongress-maschinensicherheit.de/partner/partner-werden/&psig=AOvVaw24hoTP2AYg6oMF9OHs26HM&ust=1548408165236573


▪ Support with the drafting of advisories 
▪ Best practices and training 
▪ Assessment of vulnerabilities (especially CVSS and CWEs) 
▪ Coordination with supply chain, reporters etc. 
▪ Publication 
▪ Networking and exchange 
▪ Among each other in workshops and working meetings 
▪ Representing the partners, for example at CERT-VERBUND, TI, FIRST etc. 
▪ Provision of infrastructure 
▪ For processing (ticket system, file drops, toolbox,...) 
▪ For CSAF publication (trusted provider per partner, aggregator together) 
▪ CVE Numbering Authority (CNA) for the partners
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Tasks of CERT@VDE



© DKE  Deutsche Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE

Funding project of the Federal Ministry of Education and Research: 
„ZenSim 4.0“ 
Centralized and simplified management of Incidents and vulnerabilities for SME
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▪Handout to make it easier to get started 
▪Meet the minimum requirements of CSAF 
▪Check off the CSAF checklist 
▪Transfer CSAF experience from CERT@VDE to 

PSIRTS 
▪Combined with trainings and workshops for partners
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Why? For the partners



▪ Standardized processing of CSAFs from CERT@VDE partners 
▪ For example  
▪ ...the product_identification_helper 
▪ ...the Remediations 
▪ ...the document notes 
▪ High attention to machine processing, but still human-readable 
▪ the contents of our previous HTML advisories are available in the resulting 

document 
▪ the generation of HTML or Markdown documents from the CSAF must always be 

possible.
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Why? For the consumers



▪Simplification of processes through standards 
▪Basis also for the generation of HTML versions on certvde.com 
▪Automated check using CI/CD pipeline 
▪The manual, technical check has also been simplified (see 

number ranges) 
▪All partner requirements for an advisory seem to have been met 

so far 
▪Reduced training and support effort
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Why? For ourselves
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For what?

Just a simple JSON file? No.



▪ Defined number ranges, for example: 
▪ Hardware affected: CSAFPID-11xyz (CSAFPID-11001, CSAFPID-11002,...) 
▪ Hardware fixed: CSAFPID-12xyz 
▪ Firmware affected: CSAFPID-21xyz 
▪ Firmware fixed: CSAFPID-22xyz 
▪ Software, operating systems, relations... 
▪ Better traceability in the source code 
▪ Incorrect assignments can be found quickly 
▪ especially during the technical check, but also in the check pipeline
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Number ranges



▪Still work in progress 
▪enables the automated filling of default values ($VARIABLE) 
▪Examples of URLs that can be generated (.../advisories/

VDE-1900-0815) 
▪Path to own source 
▪Value of another field from the CSAF ($$/REFERENCE$$) 
▪Should make the development of tools much easier

12

Variables



▪Always about one release behind, of course ;) 
▪Deals preferentially with the topics for which our partners 

have made requests 
▪Despite “expandability” already noticeable reduction of the 

support volume 
▪Collaboration on issues, forks, merge requests, both on the 

project and on the documentation/wiki
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Documentation



▪Meanwhile ninth release (1.2.1) 
▪Future changes should now remain compatible 
▪Only feature additions planned (variables...) 
▪Wiki/documentation not part of releases 
▪Good coverage of partner requirements so far 
▪__ lines of JSON as template 
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JSON File
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Terms according to rfc2119



16

As far as possible: build groups 

Two members minimum!
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CVEs next steps: Variables 

Already in testing. Simplifies import of 
cve.org

http://cve.org
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Product Tree: Represents typical ICS/OT 
trees 

Separation of Hard- and Software
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Relations, to link Hardware with Firmware
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$Variable$ versus $$Reference$$



▪ Training for our partners 
▪ Development and exchange of tools and best practices 
▪ Idea of a lightweight editor 
▪ Test pipeline for quality control based on Gitlab CICD 
▪ More to come 
▪ Maintaining the repository and documentation 
▪ https://github.com/CERTVDE/CSAF-Template 
▪ Documentation and wiki to come, currently only partner-internal (work in progress)
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In addition


